
 
 
 
 

RVA Data Protection Policy  
 
Policy approved: April 2018 
 
Next review date: April 2021 
 

Created with reference to the Data Protection and Information Commissioners guidance – 
www.ico.gov.uk 

1. Introduction 
RVA respects the private lives of individuals and recognises the importance of safeguarding 
personal privacy. RVA appreciates the responsibility of storing personal information and considers 
the protection of personal data to always be a priority and a consideration throughout RVA 
services. 

This policy provides guidance for all RVA staff, trustees and volunteers. 

The guidance outlines the considerations and management of personal data. 

Specific instructions for each block of information are detailed on a ‘Data Control Sheet’ and 
attached as appendices.  A review of the management of personal data should be included within 
staff supervision meetings. 

Data control sheets exist for the following areas. They are not part of the policy as they will be 
amended by the data controller as required. The current versions are attached for information. 

A1 Staff administration 

A2 RVA database/mailing 

A3 RVA directory 

A4 Volunteer centre database 

A5 Advice services 

A6 For social prescribing and social care services 

2. Information Commissioners Data Protection Register 

RVA has registered 4 purposes for holding personal data. 

1. Staff administration 

Purpose description – Appointments or removals, pay, discipline, superannuation, work 
management and other personnel matters in relation to the staff of the data controller. 
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Data subjects  – staff including volunteers, agents, temporary and casual workers. 

2. Fundraising 

Purpose description - Fundraising in support of the objectives of the Data Controller. 

Data subjects – donors and lenders 

3. Information & Databank Administration 

Purpose description – Maintenance of information or databanks as a reference tool or general 
resource. This includes catalogues, lists, directories and bibliographic databases. 

Data subjects – staff/volunteers, agents, temporary and casual workers, customers & clients, 
suppliers, members or supporters, advisers, consultants, other professional experts and 
employees of other organisations. 

4. Realising the objectives of a charitable organisation 

Purpose description – The provision of goods and services in order to realise the objectives of 
RVA. 

Data subjects  - staff/volunteers, agents, temporary and casual workers, customers and clients, 
suppliers, members or supporters, complainants, correspondents and enquirers, advisers, 
consultants and other professional experts. 

Registration Number Z6923481 

Renewal date 9 July annually 

3. Managing the protection of personal data 

Any staff member considering the creation of a new store of data, reviewing the storage of existing 
data or using existing data in a new way will consider the following questions. 

The responsible manager will complete a Data Control Sheet which will be added to the 
appendices and ensure all relevant staff and volunteers are aware of the Data Control Sheet and 
understand its contents. 

1. Is the information personal data? 

If the information is going to be processed by a computer or as part of a filing system and it relates 
to an individual who can be identified then it is personal data and covered by this policy and data 
protection legislation. 

If there is any doubt treat the information as personal data. 

2. What are the risks? 

This is the key question. It is vital that all possible risks are identified and the level of risk should 
dictate how the data is obtained and managed. 

It is important to note that compliance with the processing requirements is not of itself enough. 
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The paramount consideration must be given to the consequences of the processing to the interests 
of the end user. 

The risks will vary; for example, there may be a small risk of an individual being subjected to direct 
marketing or a risk that an individual’s faith, ethnicity, or sexual orientation is revealed by 
association and their home address identified by extremists.  

3. How can we process the personal data lawfully? 

To fulfil its legal requirements RVA is required to be ‘fair’ to the person.  To be ‘fair’ to that person 
he/she must have given his consent to the processing. 

Before asking an individual to give consent RVA must ensure they have informed the person of; 

What to provide? 

We provide individuals with all the following privacy information: 

The name and contact details of our organisation. 

The name and contact details of our representative (if applicable). 

The contact details of our data protection officer (if applicable). 

The purposes of the processing. 

The lawful basis for the processing. 

The legitimate interests for the processing (if applicable). 

The categories of personal data obtained (if the personal data is not obtained from the 
individual it relates to). 

The recipients or categories of recipients of the personal data. 

The retention periods for the personal data. 

The rights available to individuals in respect of the processing. 

The right to withdraw consent (if applicable). 

The right to lodge a complaint with a supervisory authority. 

The source of the personal data (if the personal data is not obtained from the individual it 
relates to). 

The details of whether individuals are under a statutory or contractual obligation to provide 
the personal data (if applicable, and if the personal data is collected from the individual it 
relates to). 

The details of the existence of automated decision-making, including profiling (if 
applicable). 

 

3 
 



 
When we provide it? 

We provide individuals with privacy information at the time we collect their personal data from 
them. 

If we obtain personal data from a source other than the individual it relates to, we provide them 
with privacy information: 

● within a reasonable of period of obtaining the personal data and no later than one month; 

● if we plan to communicate with the individual, at the latest, when the first communication 
takes place; or 

● if we plan to disclose the data to someone else, at the latest, when the data is disclosed. 

 
How we provide it? 

We provide the information in writing and in a way that is appropriate for each service, always 
ensuring it is: 

● concise; 

● transparent; 

● intelligible; 

● easily accessible; and 

● uses clear and plain language. 

Changes to the information? 

We regularly review and, where necessary, update our privacy information. 

If we plan to use personal data for a new purpose, we update our privacy information and 
communicate the changes to individuals before starting any new processing. 

RVA will ensure the individual is able to understand the information provided and realises any 
possible consequences. 

If the personal data is ‘sensitive’ then the consent must be ‘absolutely explicit,’ which means 
informed consent from the Data Subject. 

“Sensitive’ data reveals the individuals; 

● racial or ethnic origin, 
● political opinions 
● religious beliefs 
● trade union membership 
● physical/mental health or condition 
● sexual life 
● criminal record  
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4. The storing and managing of personal data 

● The data shall be obtained for specific purposes and will not be used for any other purpose. 
RVA will only use personal data for the purposes the individual consented to. 

● RVA will only request data that is relevant, not excessive, and adequate for its purpose. 
Data will not be stored on the basis that it may be useful one day. 

● RVA will make a reasonable effort to ensure the data obtained is accurate and will provide 
a method of regular review, in the Data Control Sheet, to keep it up to date if necessary. 

● RVA will not keep data for longer than is necessary. A review period will be specified in the 
Data Control Sheet and any data held that is no longer necessary will be deleted. 

● RVA will rectify, delete or cease to hold data within a reasonable time of a request by the 
individual. 

● RVA will take all measures to prevent unauthorised or unlawful processing of personal data 
and accidental loss or damage. The measures will be specified in the Data Control Sheet. 
 

Use of personal electronic devices  
 
The responsibilities of staff members 

● Any staff member who use their own device(s) when working must take responsibility for 
their own device(s) and how they use it.  They must: 

● Familiarise themselves with their device and its security features so that they can ensure 
the safety of RVA’s information (as well as their personal information) 

● Install and use the relevant security features 
● Maintain the device themselves, ensuring it is regularly patched and upgraded 

 
While RVA will always endeavour to assist colleagues wherever possible, we cannot take 
responsibility for supporting devices we do not provide. 
 
Staff using their own devices must take all reasonable steps to: 

● Prevent theft and loss of data 
● Keep information confidential where appropriate 
● Maintain the integrity of data and information, including that in the office 
● Take responsibility for any software they download to their device(s) 

 
Staff using their own devices must: 

● Set up passwords or equivalent, ensuring they are of sufficient length and complexity 
appropriate for the type of device 

● Not hold any information that is sensitive, personal, confidential or of commercial value on 
personal devices.  Instead they should use the cloud-based facilities subscribed to by RVA 
(Google documents, Google sheets etc.) 

● Where is essential that information belonging to RVA is held on a personal device, it should 
be deleted as soon as possible once it is no longer required.  This includes information 
contained in emails. 

● Be aware of any Data Protection issues and ensure personal data is handled appropriately 
● Report the loss of any device containing RVA data, including emails, to RVA’s CEO. 
● Report any security breach immediately to RVA’s CEO 
● Ensure that no RVA information is left on any personal device indefinitely.  Particular care 

must be taken if a device is disposed of/sold/transferred to a third party.  
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5. Management of the Data Control Sheets 
 

● RVA will produce a Data Control Sheet for each category of data held. 
● The Data Control Sheets will not form part of this policy as the Responsible Manager may 

need to alter the instructions as circumstances change or produce additional sheets should 
the storage of additional data be required. 

 

A1 Staff Administration Data Control Sheet 

Responsible Manager – Rachel Spencer 

The data subjects: 

● Applicants [successful and unsuccessful] 
● Former applicants [successful and unsuccessful] 
● Employees [current & former] 
● Casual staff [current & former] 
● Volunteers [current & former] 

 
The information held: 

Details provided on recruitment, appointments or removals, pay, related to work performance, 
disciplinary/grievances, superannuation and any other personnel matter. 

The purposes of the information – sufficient information to be able to meet the employer duties 
and be a responsible effective employer. 

Are these purposes registered with the commissioner and under which heading? 

Yes – 1. Staff Administration 

Potential risks for the data subject – Sensitive information could be revealed. Personnel 
embarrassment. Contact details/address could be revealed to inappropriate person.  

How to eliminate or minimise those risks – store data in a locked cupboard. Delete information 
once it is no longer needed. 

Information to be given prior to consent – That the information will be held for the reasons 
stated. 

How will that information be given - Employee terms and conditions. 

How will consent be obtained? -  By signing the Employee Terms and Conditions. 

How will an individual correct or request removal of their personal data? 

By written request to the RVA CEO. 

What actions will be taken to ensure the security of the data? 

The information will be stored in a locked cupboard and destroyed once it is no longer needed. 
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For how long will the data be stored? 

Unsuccessful applicants – all data should be destroyed as soon as possible and certainly within 6 
months. Unless permission is requested and given for details to be retained for future vacancies. 

Staff & volunteers - retained for genuine professional necessity and not just in case. 

Following employment: 

● PAYE records – 3 years 
● SSP records – 3 years 
● SMP records – 3 years 
● Other details other than contact – 6 months 
● Any information relating to an industrial accident – 12 years 
● Information relating to pension contributions for at least 10 years 

 

A2 Mailing lists and email Data Control Sheet 

 

Responsible Manager – Rachel Spencer 

The data subjects – Any data subject with whom we have reason to contact whilst pursuing the 
objectives of RVA. 

The information held – Name, home address, telephone number, email address, emails RVA has 
sent or received. 

The purposes of the information - To inform individuals of activities that may be of interest to 
them, to circulate information. 

Are these purposes registered with the commissioner and under which heading? 

Yes - Information & databank administration 

         Realising the objectives of a charitable organisation. 

Potential risks for the data subject – The content of emails or correspondence may contain 
sensitive information or personal data. Non-RVA staff may access this information. 

The data subject may receive unwanted mail.  

How to eliminate or minimise those risks – 

● Only keep hard copies of emails containing personal data if absolutely necessary. 
● Only store correspondence that may be needed and review as detailed below. 
● Hide email addresses when mailing to a group. 
● When sending marketing information or ebulletins give the receiver the option to be 

excluded from future mailings or to update their details and always action this request 
promptly. 
 

Information to be given prior to consent – The nature of any mail they may receive. 
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How will that information be given - In a registration form or via an email. 

How will consent be obtained? – 

● By saying they wish to be included on a mailing list. 
● By signing a consent form e.g. on a training booking form agreeing to being sent 

information on future training courses. 
● By not taking the option to opt out that must be included in all mailings. 

 
For how long will the data be stored?  

● Until it is no longer needed. 
● Until the data subject requests its removal. 
● Up to a maximum of 5 years. 

 
How will an individual correct or request removal of their personal data? 

By telephone, in person, by letter, email. 

What actions will be taken to ensure the security of the data? 

The data will be stored electronically allowing access to RVA staff and volunteers. 

The option to hide email addresses’ will be taken when possible. 

 

A3 RVA Directory Data Control Sheet 

Responsible Manager – Rachel Spencer 

The data subjects – Trustees, employees, volunteers and any other individual listed by 
organisations to be included in their directory information. 

The information held - Name, home address, telephone number, email address, their 
responsibilities within the listed organisation, their profession. 

The purposes of the information - To be included within a website directory with unrestricted 
access to the general public, other organisations etc.  

Are these purposes registered with the commissioner and under which heading? 

Yes – Information & Databank administration. 

         Realising the objectives of RVA. 

Potential risks for the data subject – Could become the target of direct marketing. 

May become a target for individuals who dislike the organisation the data subject is associated 
with. 

How to eliminate or minimise those risks – Make sure the organisation providing the information 
is fully aware of the consequences. 

Obtain the individuals consent if there is likely to be an inference of sensitive 
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data by association with an organisation.  Sensitive information includes, racial or ethnic origin, 
political opinions, religious beliefs, trade union membership, physical/mental health or condition, 
sexual life, criminal record. 
 
Give the organisations the option to provide some information for RVA use only. 

Information to be given prior to consent – how the data will be stored, what the data will be 
used for and possible consequences for providing sensitive data. 

How will that information be given - In a letter accompanying the directory form, in the directory 
form itself. 

A letter will be sent to individuals providing sensitive data to obtain their specific consent. 

For how long will the data be stored? Until the RVA Directory ceases or until RVA is  
informed the data is no longer relevant or accurate. 

When will the data be reviewed? Every 2 years. 

How will an individual correct or request removal of their personal data? 

They are able to edit their own data. RVA will send a reminder every 2 years. 

What actions will be taken to ensure the security of the data? 

As the data will be available to the general public on a website security is not relevant. 

Any data to be held for RVA use only will be covered by the mailing list control sheet. 

 

A4  Volunteer Centre Data Control Sheet 

Responsible Manager – Steve Hendry 

The data subjects – Volunteer applicants & Organisation contacts  

The information held –  

Volunteer applicants - Name, address, contact details, monitoring information that may include any 
disability, ethnicity, education and employment history. 

Organisation contacts - work contact details 

The purposes of the information – To find a volunteering position for the applicants. 

To contact the organisation with suitable volunteers, update with relevant news and to inform of 
training. 

To survey for customer satisfaction. 

Are these purposes registered with the commissioner and under which heading? 

Yes – relevant for all 4 headings. 

Potential risks for the data subject – Some sensitive information is held for monitoring purposes. 
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Any information could be accessed by a volunteer or member of staff.  

How to eliminate or minimise those risks – 

Information will not be held for longer than necessary. 

Sensitive information can be detached for monitoring every month. 

Data is password guarded. 

References are taken for all volunteers. 

Information to be given prior to consent – 

What data will be stored. 

How the data will be stored. 

What the data will be used for and for how long. 

How will that information be given – On the registration form. 

How will consent be obtained? -  By completing the registration. 

How will an individual correct or request removal of their personal data? 

A strap line will be included in all subsequent correspondence asking subjects to phone or email if 
their information is no longer correct. 

How long will data be stored? 

12 months or until the data subject requests removal. 

 

A5 Data Control Sheet 

for 

Advice work 

Responsible Manager – Herjeet Randhawa 

The data subjects – Any one seeking advice or who may be connected to the circumstances 
requiring advice. 

The information held - Name, home address, telephone number, email address, their skills and 
the kind of advice they are looking for. 

Information required to reply to the advice need. Most of the information relates to organisations 
and not individuals and does not come under Data Protection. 

Particular care needed with employment related records. 

The purposes of the information - To meet the legal, governance & funding advice needs of 
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VSOs. 

Are these purposes registered with the commissioner and under which heading? 

Yes - Realising the objectives of a charitable organisation. 

Potential risks for the data subject – Damage to reputation. Personal embarrassment.  Open to 
action from their employees. 

How to eliminate or minimise those risks – A general need to respect the privacy of the data 
subject and not to hold unnecessary data or hold any data beyond the period required for the use it 
was given. 

Information to be given prior to consent – how the data will be stored, what the data will be 
used for and possible consequences for providing sensitive data. 

How will that information be given - In a registration form. 

How will consent be obtained? -  By the data subject signing the registration form. 

For how long will the data be stored?  

Once the advice has been provided all personal data will be destroyed within 6 months, apart from 
contact details, or when the data subject requests its’ removal, whichever is sooner. 

How will an individual correct or request removal of their personal data? 

By telephone, in person, by letter, email. 

What actions will be taken to ensure the security of the data? 

The data will be stored electronically allowing access to RVA staff and volunteers. 

Any hard copies will be shredded within 1 month of being entered on the system. 

 

Draft A6 Data Control Sheet 

For social prescribing and social care services 

Responsible manager – Rachel Spencer and Sarah Morland 

The data subjects – Individuals who have been referred to our services from health and social 
care services and their carers and assistants. 

The information held – Name, home address, telephone number, email address, health and 
support needs, information gathered through DBS check, bank account details. 

The purposes of the information – To enable us to provide support by:  

Signposting to relevant sources of information and help,  

Providing activities to improve wellbeing and enable self-help, 
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Providing advice and support for individuals wishing to employ care support staff. 

Are these purposes registered with the commissioner and under which heading? 

Yes – Realising the objectives of a charitable organisation. 

Potential risks for the data subjects – Personal embarrassment, revealing vulnerabilities of 
clients to individuals who might take advantage. 

How to eliminate or minimise those risks – A general need to respect the privacy of the data 
subject and not to hold unnecessary data or hold any data beyond the period required for the use it 
was given. To make sure all hard copy information is stored in a locked cabinet or cupboard. To 
make sure all electronically held information is accessed via password. 

Information to be given prior to consent – how the data will be stored, what the data will be 
used for and possible consequences for providing sensitive data. 

How will that information be given – in a registration form. 

How will consent be obtained – by the data subject signing the registration form. 

How long will the data be stored? 

The need to retain personal data for specific services will be reviewed annually. 

How will an individual correct or request removal of their personal data? 

By telephone, in person, by letter, email. 

 
 

 

 

Reading Voluntary Action promotes strength within Reading's voluntary sector by providing information, access to 

resources, volunteer recruitment and training to people who work in or with charities, community groups and voluntary 

organisations. 

 

info@rva.org.uk 

0118 937 2273 

Reading Voluntary Action, 3rd floor, Reading Central Library, RG1 3BQ 
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